Meponpusamusn no npogunakmuke XumieHuil OeHEeHCHbIX CPEOCH 8 PANHCOaH,
COGEPUEHHDBIX C UCNONB306AHUEM UHPOPMAUUOHHO-MENEKOMMYHUKAUUOHHBIX
mMexHOo102ull

Cdepa nabOpMAIIMOHHO-TEIICKOMMYHHKAITMOHHBIX TeXHOJIOTHH (nanee o tekcty UTT) 3arparuBaet
Bce c(hepsl )KU3HU COBpeMeHHOT0 0011ecTBa. KomndecTBo mpecTyrieHni, COBEpIIaeMbIX C UCTIOTb30BAHUEM
UTT, HEeyKIIOHHO pacTeT, METOJbl, CIIOCOObI U CpPEACTBA MX COBEPLICHUS CTAHOBSITCS BCE CIOXKHEE U
M30LIPEHHEE.

Taxk, B 2022 rony noapazaeneausimu OB/ BersiBiaeHo 6oisiee 100 ThIC. mpecTyIUICHUH, COBEPIIICHHBIX C
ucnonb3oBanueM UTT, B chepe KoMmploTepHOM MHPOpPMALIMK, C UCHOTb30BaHUEM ceTn «MHTepHeT», a
TaKXXe C MCIOJIb30BaHUEM CPEICTB MOOUIILHOM CBS3H.

Bomnpocsl, cBsizanHble ¢ ucnons3oBaHueM WTT Ha 3aKOHONATEIIBHOM YPOBHE pPErYIHPYROTCS
®denepanbHbIM 3ak0HOM OT 27.07.2006 Ne 149-D3 «O6 nndpopmanuu, HHOOPMAITHOHHBIX TEXHOJOTHUIX U O
3amuTe WHGOpMANUKy». 3aKOHOJATEIbHBIE aKThI, Pa3pa0OTaHHBIC HAa €ro OCHOBE, B IEJIOM ITO3BOJISIOT
PockomHan3opy BO B3aMMOJEHCTBUHM C ONEPATOPAaMU CBSI3M M OPraHU3aTOPaMH PACIPOCTPAHEHUS
nH(OpMAIINY, OCYIIECTBIATEH BeeHne «EqMHOro peecTpa JOMEHHBIX HMEH, YKa3aTelel CTpaHUI] CAiiTOB B
UTT cetu «MIHTEpHET» U CETEBBIX aIPECOB, MO3BOJSIONIMX UACHTU(DUIIUPOBATH CaliThl B ceTu «HTepHEeT»,
coJieprkarire nHHOPMAIIHIO, pacpocTpaHeHne KoTopoit B Poccuiickoit denepanuu 3ampereHo.

[Ipunstue denepanbHoro 3akoHa oT 27.06.2018 Ne 167-03 «O BHECEHMU U3MEHEHUM B OTJEIbHbBIC
3aKOHOJaTeNbHbIe akThl P® B YacTH NPOTUBOACHCTBUS XMILECHUIO JEHEKHBIX CPEICTB», IMO3BOJIMI
KpeAUTHO-(UHAHCOBBIM OPTaHU3AIMSIM CBOEBPEMEHHO OJIOKUPOBATh HE3aKOHHBIE TPAH3AKIIMH, BO3MEIIATh
yiepo OT HHX.

B cootBercTBUM ¢ DenepanbHbiM 3akOHOM OT 23.04.2018 Ne 111-d3 «O BHeceHUM U3MEHEHUU B
VYron0BHBIN KoleKC PDy», yKecToueHO HaKa3aHHWE 3a XUIICHHUE JICHEKHBIX CPEICTB ¢ OAHKOBCKOTO cUeTa
WJIU 3JIEKTPOHHBIX J€HEXKHBIX CPE/ICTB.

[Ipu sTOM HMerIIMECs HOPMATUBHBIC TPABOBBIC AKTHI HE B TOJHOM Mepe MO3BOJSIOT peliaTh
noctasieHHble nepegq MB/] Poccun 3amaun.

Tak, mepBuUHBIM criocoboM 60pbOBI ¢ mpectynHocThi0 B cepe UTT sBnsiercs ee mpodumakTuka,
KoTopasi OepeT CBO€ Hauajga C MpaBWJI TOBEIEHUS TPaKIaH, B OTHOLICHHUH KOTOPBIX MPOUCXOJSAT
MoieHHndeckue aerictsusg B chepe UTT. U3yuenue BuaoB npectynHoil nesrenbHoctd B chepe UTT,
METOJIOB UX COBEPIICHHUS, METOIOB JOCTHKECHHUS 1Ie]Id U 0OMaHa, U3y4eHHe METOAMK U MPaBUJ OBEICHUS
TpOXJIaH TpH OOIIEHWH C MPECTYIMHUKAMH, MO3BOJUT MPOGUIAKTUPOBATh YKa3aHHOE HaIpaBICHUE
MPECTYNMHOU JEATEIbHOCTH U MPECeUb HACTYIJIEHUE BPEAHBIX MOCIEICTBHM.

HaubGonee pacnpocTtpaneHHble BuAbl MolleHHHYecTB B chepe HTT, a Taxke mnpuzHAKU
MOIIEHHUYECKUX CXEM:

1) mpuobperenune TOBapoB W yciayr mocpeiactBom cetu «urtepHer». Ilpumep: cosmaercs caiit-
«OJHOCTPAHUYHUK», HA KOTOPOM BBIKJIQJIIBAIOTCSA TOBAPhl OJTHOTO BU3YaJIbHOTO NpHU3HaKa. [{eHa 3a ToBapel
BeChbMa TMpUBIIEKAaTeNIbHAs, HIKE cpenHepeiHOuHOW. [Ipm odopmienun 3akaza Bam mpemaraior
OCYIIIECTBUTH INOO MpeIONaTy Ha KapTy OaHKa WK STHIEKC.KOIIeNeK, TIN00 OIIaTUTh 3aKa3 «HaJ0KEHHBIM
maTesxxom». [IpucyTcTBHE BO3MOKHOCTH HAJIOKEHHOTO TIIaTeka 0OBIYHO CHUXKAET OuTeNbHOCTh. OHAKO,
CTOUT TIOMHHUTH, YTO TPH TMOJXYYEHUHU TOCBUIKH (ToBapa) B oTaeneHun «lloura Poccum» BBl cHaudamna
OTIAYMBAETE HAJIOKCHHBINM IIaTEXK, KOTOPHIA BO3BpATYy HAa MECTE€ HE TMOMJIEKHUT, a YK€ IOCIE MOXKETEe
BCKPBITh YINAKOBKY MOCBUIKMA. 3a4acTyl0 BMECTO OIJIAYEHHOTO TOBapa B TOCBUIKE MOT'YT HaxXOJUThCS
MPEAMETHI, KOTOPbIE HE TMPEACTABISIIOT IEHHOCTH (JIOCKH, KUPIUYH W WHBIC MPEAMETHI), OO TOBApHI,
CTOMMOCTb KOTOPBIX HU3Kasl, OTHOCUTEIbHO CTOUMOCTH 3aKa3aHHOT'O TOBapa.

[Ipu3Hakn MOIIEHHMYECKOW CXEMBbl Ha caliTaXx: OTCYTCTBHE OT3bIBOB ITOKyHATEJIeW, MAHUMAJIbHBIN
uHTepdeiic, CKyIHbIe KOHTAKTHBIE IaHHBIE, IEPETHUCKA BEIETCS C SJIEKTPOHHBIX TOYTOBBIX SIIIIUKOB.

[TogoOHBIE MOIIIEHHUYECKHE CXEMBI MOTY OCYIIECTBISATHCS U MOCPEACTBOM Tele()OHHBIX 3BOHKOB C
pPa3IMYHBIX HOMEPOB, 3a4acTyl0 CTAlMOHAPHBIX. 3BOHSIIUN MPEICTABISAETCA COTPYAHMKOM HHTEPHET -
MarasuHa, MpejyiaraeT Ha BBITOJHBIX YCJIOBHSIX MPUOOPECTH TOBApP, a TAKKE TOBOPUT O TOM, UYTO BHI yXKe
o OpMIISLITH UHTEPHET-3aKa3bl 'y BaC CKOIUICHO OMpeAeNIEHHOE KOINYECTBO MOAAPOUHBIX OAJIOB, 32 CYET
KOTOpBIX BaM oOecrnieueHa cKkujka OT CTOUMOCTH.



2) Ilpu3eiB o momomu. Ha uHTEpHET pecypcax 3J0yMBIIUIEHHHUKAMH pa3MeEIaeTcs JIOXKHas
nH(popMaIus 0 HATMYKHU 3a00JIeBaHMsI y OECTIOMOIITHOTO JIUIIA, ¥ YTO HEOOXOAMMO JTOPOTOCTOSIIEE JICUCHHUE.
B cBsi3u ¢ yem Bac mpocsT okazars 6J1aroTBOPUTENIBHYIO IOMOIIIb, ITyTEM IepeBO/Ia ICHEKHBIX CPEACTB Ha
cuera OAHKOBCKHUX KapT, TMOO UHBIMU CIIOCOOAMHU 3JIEKTPOHHBIX IIATEKEH.

KoHeuHO OBIBAIOT >KU3HEHHBIE CUTYAllMM, KOTJAa MOJOOHBIE TMPH3BIBBI K OJIarOTBOPUTEIHHOCTH
JNEHUCTBUTENFHO MOTYT MOMOYb CIIACTU JKU3Hb KOMY-JIHOO, OJIHAKO, MPEXKIe YeM MPUHATH MOA00HOE
pemieHre oOpaTuTe BHUMaHUE Ha CIEAYIOIIEe: Pa3MEIICHbI I KOHTAKTHBIC JaHHBIE POJCTBEHHUKOB WU
polauTenel auila, KOTOPOMY HY)KHA MOMOIb, COBINAJAIOT JIM MX JAHHbIE C JAHHBIMU BIAJIENbIIEB KapT.
[To3BOHMTE MO yKa3aHHBIM KOHTAKTHBIM HOMEpaMm, a ele Jy4lle MonpoOyiTe HaWTH WX B COIMAIbHBIX
CeTsIX.

3) 3BOHOK OT POJCTBCHHHKa, MomaBiiero B Oemy. Pa3zmaercs 3BOHOK ¢ HEHM3BECTHOIO HOMEpa.
['oBopsiuii, aganTUpysCh MO CUTYallMH, 3JOPOBAETCSA, U TOBOPUT «3TO s». JKepTBa, cpa3y acCOLMHUPYS
10/ICO3HATENIBHO FOBOPSIIETO C KEM-TO, KOTOPOTO OHA HE y3Hasa, IbITaeTCs Y3HATh U B UTOI'€ HA3bIBAET UMS
OJIM3KOTO0 YenoBeKa. 3II0yMbIIUIEHHUK, MOJIb3YSACh CUTYyalluel, COTIIAIIaeTCs C TEM, YTO UMS IPUHAJICKUT
€My, II0CJI€ YET0, HAJIaIUB IICUXO0JIOTMUYECKUNA KOHTAKT € )KEPTBOM, HAUMHAET pacCKa3blBaTh UCTOPUIO O TOM,
yto oH nonan B 6exy (ATIL, moman B monuuuio 3a npecTyrieHHe, KOTopoe He coBepiial, u T.4.) [Ipu atom
3a4acTyl0 K pa3roBopy MOJKIIOYAETCS €ro COOOIIHUK, MPEACTABIAACH KAaKUM-THOO COTPYIHUKOM
TOCCTPYKTYpPbl M TMOATBEPXKAAET pacckazaHHyr HCTopHio. [locie uyero «mceBIOpOACTBEHHHUK)» MPOCUT
IIEPEBECTHU JICHEIKHBIE CPE/ICTBA, IKOOBI JJIs1 BBIXO/A U3 CUTYAllUU U €r0 OCBOOOXKACHHUS.

B cnoxxuBiIeicss cuTyaluu Bbl TOJKHBI Cpa3y MOMHHUTH O TOM, YTO MOI00HBIE BUAbI MOIIIEHHUYECTB
CYLIECTBYIOT, U Cpa3y e 3a7aTh rOBOPSALIEMY JIFOOON BOIPOC, CBSI3aHHBIN € BalllMM 3HAKOMCTBOM U T.II.
Ecnu roBopsimuii meITaeTcs 3amyTarh Bac U HE MOXET OTBETUTh KOHKPETHO, TO Cpa3y K€ MpPeKpaTuTe
pasroBop, 1abbl UCKIIIOYUTH MICUXOJIOTHYECKOE BO3IeHcTBUE Ha Bac.

4) 3BOHOK OT pabOTHHMKAa OaHka (TMPeacTaBUTENs CIOyKObl Oe3omacHocTH). Pasmaercsi 3BOHOK C
HE3HAaKOMOT'0 HOMepa. 3BOHALINI YBEPEHHBIM I'0JIOCOM MPEACTaBIIeTCd PAOOTHUKOM OaHKa (B OCHOBHOM
HasbiBaeTcs [TAO «COepOank»), yBepeHHO YTBEp:Kas, YTO >KEepPTBa SBJISETCS KIUEHTOM OaHKa, U 4TO B
OTHOIICHUH HEro MPOHMCXOIAT MOIICHHUYECKHE ACWCTBUI, HalpUMep, MOCTyNWja 3asiBka B OaHK Ha
CIHCaHKE JEHEKHBIX cpelCcTB. [Ipu 3TOM roBopsiuii 3aa€T HEOJTHOKPATHO BOMPOCHI: IPOU3BOIMIIN JIU BbI
TIEPEBO/IbI ICHE)KHBIX CPEJICTB, OTJIAUYMBAIIN JIM BBl TOBAPHI YePE3 CETh MHTEPHET, CHUMAJIH JIM BBI ICHE)KHBIC
cpeacTBa ¢ OaHKOBCKOI KapThl B mocneaHee Bpemsi. XKepTBa, Oynydu BBEIEHHOU B 3201y /IeHNE, HAUNHACT
OTBeYaTh Ha BOIpOCHl. HamaauB NCUXOJIOTrMYECKU KOHTAKT C JKEPTBOW, MOILIEHHHK, IO TMPEAIoroM
IpecevyeHus] MOLICHHUYECKHX NeMCTBUI M BO3BpaTa sKOOBI MOXHUIIEHHBIX JCHEKHBIX CPEJICTB, MPOCUT
Ha3BaTb HOMEp KapThl KepTBbI, JaTy Bbimycka U CVC koj, yka3aHHBIM Ha 0OOpPOTHOI CTOPOHE KapThl.
Obnanas ykazaHHOW MHQOpMAIMeld 3JI0YMBIIUIEHHUK C JIETKOCTBbIO, TPU IOMOIIM JIETUTUMHO
CYUIECTBYIOIIUX CHUCTEM DJEKTPOHHBIX IUIATEXEH, MOXKET OECHpensTCTBEHHO IOXUTHTh CO CcYeTa
0aHKOBCKOM KapThl IeHEKHBIE cpesicTBa. Kpome Toro, nHOr/Aa, mpu nepeBoAax ¢ 6aHKOBCKUX KapT Ha HOMeEp
TeneQoHa JKEPTBbI MPHUXOAIT OT OaHKa CMC-KOJbl, MOIATBEp)KIAlONINe MepeBoAbl. J[aHHbIE KOJIbI
3JI0YMBIIIJIEHHUK TaKXKe MbITaeTcs 0OMaHHBIM ITyTEM BBIMAHUTD.

5) 3BOHOK OT COTpPYOHMKa NOJUIUHU (CIEACTBEHHBI KOMMTET, NPOKyparypa). 3BOHSIIMMA
MPEJCTABISAETCSA COTPYAHUKOM IIPABOOXPAHUTENBHBIX OPIaHOB U T.[I. [TOCIIE YETO Pa3bsACHAET HHPOPMALINIO
O TOM, YTO I10 MACHOPTy MOTEPIEBIIEr0 B KaKOM-IH00 cyObekTe P® MOIIEHHUKH MBITAIOTCS OPOPMUTH
KpEeIuT, MpH 3TOM HasbiBatoT JoxHble PHO ¢ BompocoM, 3HAKOM JM Takoe morepresBuieMy. Ilpu
YCTQHOBJICHMH KOHTaKTa C TIOTEPIIEBIIMM, 3JIOYMBIIUICHHUKH TIPOCAT TPOWU3BECTH Pa3IUYHbIC
MaHMITYJISUN: 0POPMHUTH KPETUT B OHJIAWH-KaOMHETe U OCYIIECTBUTh UX MEPEBOJI HA HOMEpa TeJIe(OHOB U
0AaHKOBCKUX KapTa, IEPEeBECTH JUYHbIE cOEpeKeHUs Ha Te e HoMmepa Tesie(hOHOB, Ha3BaTh pa3IMUYHbIE
1apoJiv, MEPEeUTH MO CChUIKaM M T.J.

Taxke MOIIEHHHKH MOTYT 3BOHHT O]l JHYMHON COTPYAHHUKOB MPABOOXPAaHUTEIHHBIX OPTaHOB H
MIPOCHUTH OTEPIEBIINX [T0OYYACTBOBATD B 33/1€P’KaHUH MOILICHHUKOB, KOTOPBIE MBITAIOTCS MOIYYUTh JOCTYII
B CueTaM IOTEPIEBIINX, JJISl 3TOTO MPOCAT MEPEBECTU BCE CBOM JEHEKHbIE CPE/ICTBA HA CTOPOHHUI CUET,
AKOOBI 3aMOPO3UB YKa3aHHYIO CyMMY, OOelllasi, 4YTO yKa3aHHbIC JEHEXKHbIE CPEICTBAa BEPHYTHCS Ha CUeT
MOTEPHEBIINX CIYCTS KaKOe-TO BPEMsI.



B yka3aHHOI1 BbIllIe CUTYaAI[MH HY)KHO TIOMHHTb, YTO paOOTHUKM OaHKa UM COTPYAHUKH TOJHULIUU HE
OCYIIECTBISIOT MOMOOHBIX 3BOHKOB. Jlaxke ecnmu Bam mO3BOHUT paOOTHHK OaHKA, TO OH B MPaBE TOJIBKO
nonpocuTh Bac 3a0mokupoBaTh Bamry KapTy M oOpaTuTcs B Onmwkaiimiee otaeneHue Oanka. JlaHHbIe
0aHKOBCKOM KapThl, TAKKE KaK HOMEP KapThl, a yxk TeM Oosiee kox CVC nepenaBath KOMY-JIMOO 3apeIieHo,
1 HUKTO HE BIIpaBE Yy Bac €ro TpeOOBaTh.

6) IIlproOpeTeHne TOBapoOB Ha caiiTax 0ObsIBICHUHN (ABHUTO | T.J.), 3aKa3 JOCTABKH YE€ro-JIH00 uepes
cepBuchl «brabnakapy. [loTepneBmunii caM HHUIMUPYET 3aKa3 TOBAPOB WIIM YCIIYT, IPH 3TOM IIpH Oecesie co
3JI0YMBIIIJICHHUKOM TIEPEXOIUT JUTsl OOIIICHUSI B MHBIE CEPBHCHI, Takue Kak «BarcAmny, «Tenerpamm» u T.1I.
Vike B yKa3aHHBIX CEpBUCAX 3JI0YMBIIUIEHHUK JMOO MPOCUT MEPEBECTU MPEAOIUIATY 32 TOBAPHI M yCIYTH,
1100 MPUCHUTAET CCBUIKY SIKOOBI CEpBHUCA 110 TIEPEBOJTY ICHEKHBIX CPECTB, 3a4acCTYIO C JIOTOTUIIAMH «ABUTO
oriaTay, Mocje Yero MOTEepreBUINHA MEePeBOAUT JCHEKHBIE CPEACTBA, HE MOIydas MPH 3TOM 3aKa3aHHBIC
TOBaphl WM yCIyrd. Takke MMET MECTO OBbITh CIy4yad, KOTJIa TPU BBOJE JaHHBIX OAHKOBCKOW KapThI
MOTEPIIEBILIETO B BHICIAHHON €My CCBHUIKE, ICHEKHBIC CPECTBA HAUYMHAIM CIHCHIBATHCS aBTOMATUYECKH B
pasHBIX CyMMax, HE 3alpaiinuBas Py 3TOM KaKHe-JIH00 MOATBEPIKIAIOIINE KOJIBI.

7) 3BOHOK OT OAHKOBCKOW OpraHH3alMy ¢ POOOTHU3MPOBAHHBIM TeKcTOM. [loTepmneBmemy pasnaercs
3BOHOK C pOOOTH3UPOBAHHBIM TEKCTOM O TOM, YTO TOJ[aHa 3asBKa B OaHK Ha MEPEeBOJ, KOO0 HA MOTyYCHHE
KpeIuTa Ha BHYIIUTEIBHYIO cyMMa. B 3TOT MOMEHT He KOHKpETHU3UpyeTcs HH OaHK, B KOTOPOM IOJaHa
3asiBKa, HY JIaHHBIC TIOTepreBInero. [Tociae mogoOHOro 3B0OHKA pa3iacTcs 3BOHOK yXKe OT IKOOBI COTPY/IHUKA
0aHKa, KOTOPBIA YK€ JaeT MOTEepIEBIIeMY yKa3aHHs, KaK BBIATH W3 CHTyallud, NMPUHYXKAAs TepelaTh
NIEPCOHAJIbHBIC JIAaHHBIC, OO OCYIICCTBUThH TEPEBOJ JACHEKHBIX CPEICTB. B NaHHOW CHUTyallMu HYXHO
MIOMHUTH, 4TO OAaHKOBCKHME paOOTHUKH MOTYT 3BOHHUTH KJIMEHTaM OaHKa TOJBKO C YBEIOMHUTEIHHOU
uHpopMaIMel, HUKAKHX TIEPEBOJOB B Tele(OHOM pEKUME OCYIIECTBUTH HE BO3MOXKHO. B ciydae
MOJTyYEeHHUSI TOJJOOHOTO 3BOHKA CTOWT, IIPH BOSHUKHOBEHHH COMHEHHSI, 00pPaTUTHCS B OAHK.

Oco6oe BHMMaHHUE MPOIINY YISIUTh HH(OOPMAIMK O BO3MOXHBIX MOIICHHUYECKHUX JCHCTBUSAX TPU
MIOMOIIIM TOJIOCOBBIX TIOMOIIHUKOB B YIIPaBJICHUN OAaHKOBCKUMH CYETAMHU.

Ecnmu Bam 3BOHST M IPOCAT OTBETUTHh HA BOIPOCH! (PpazaMul «1a» WIH «HET», TO €CTh BEPOSTHOCTb
TOTO, YTO B ATO BpEMsS INPOMCXOIHWT B3JIOM Ballero OAaHKOBCKOTO CYETa IMPH IMOMOIIU TOJIOCOBOTO
yIIpaBIICHHUSL.



